
Our growing company is hiring for an information assurance security specialist. If
you are looking for an exciting place to work, please take a look at the list of
qualifications below.

Responsibilities for information assurance security specialist

Develop and maintain supporting documentation for new networks, systems,
and technologies as they are introduced into the SIE
Develop and review the A&A of SIE networks, systems, services, devices,
hardware, and software using the DoD & IC RMF to obtain an Authority to
Operate (ATO), Interim Authority to Test (IATT), or Authority to Connect
(ATC)
Perform risk and vulnerability assessments of IT and IS for accreditation
Track and maintain A&A databases, web sites and tools to ensure that
networks, systems and devices are properly documented and managed from
a security perspective
Ensure timely notifications are made to responsible individuals and
organizations in order to prevent lapses in accreditations (e.g., 30, 60, and 90
day notices)
Coordinate with USCYBERCOM, DoD, DIA, NSA, DISA, and subordinate
organizations to support the resolution of issues with security, A&A,
connection approvals, and waiver requests
Assist USSOCOM, its Component Commands, TSOCs and deployed forces
with the enforcement of A&A, DoD, DIA, USSOCOM, Component Command,
TSOC, and deployed forces’ connection standards for networks and systems
Develop and maintain an Information Security Continuous Monitoring (ISCM)
Plan
Perform network security authorization, the application and execution of

Example of Information Assurance Security Specialist
Job Description
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Provide DoD & IC RMF subject matter expertise to USASOC, its Component
Commands, deployed forces and their delegates, including other
Contractors, and assist with the development and execution of the RMF
program at USASOC, its Component Commands, and deployed forces

Qualifications for information assurance security specialist

Experience with configuring and monitoring network attached security
appliances and products to include Firewalls and other IDS/IPS products on a
large enterprise network preferred
Bachelors and 9 years or Masters and 7 years
Must have active TS/SCI security clearance with current CI-Poly
Knowledgeable of DoD 8510.01 Department of Defense Instruction Number
8510.01 Dated March 12
AA or BS Degree in Information Assurance, Cyber Security, Incident
Response, Security Management, or discipline directly related to Cyber
Security
Ability to create, modify and manage objects within Active Directory


