Example of Information Assurance Manager Job
Description
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Our innovative and growing company is looking to fill the role of information
assurance manager. If you are looking for an exciting place to work, please take a
look at the list of qualifications below.

Responsibilities for information assurance manager

e Present information and influence change at the executive management level

e Quickly analyze information security controls, produce clearly written
assessments, and provide constructive action items to third parties

e Ensure the business is able to move forward with industry leading technology
and relationships all the while ensuring the safety and security of our
customers’ data

e Supporting the definition of the IA TPM Program strategy

e Partnering with Program stakeholders (Information Security & Risk
Management, Corporate Security Services, Business Continuity and
Technology Operations) to maintain necessary control coverage and facilitate
the change management for the associated revisions

e Partnering across the TPM community to drive Program
revisions/enhancements

o Conducting assessments of third parties' for pilot of new assessment
approaches and facilitate the change management for incorporation into the
Program

e |dentify and implement process improvements across all aspects of the
program

e Develops and publishes Company information assurance standards, policies
and guidelines encompassing security of sensitive data and intellectual
property, operational resiliency

e Represents the company as a knowledgeable resource on cybersecurity



Qualifications for information assurance manager

e Prior experience in EPIC

e Lab Quality Assurance (QA) experience

» Knowledge of application software development lifecycle concepts, lead and
agile best practices, environment and configuration management, test
management methodologies and practice (8 years)

o At least 6 years of experience in cybersecurity and risk management concepts
and disciplines and internal control assessments

o At least 5 years of experience within an Information Assurance Security

o At least 5 years of Technology Risk Management discipline



