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Our innovative and growing company is searching for experienced candidates for
the position of info security analyst. We appreciate you taking the time to review
the list of qualifications and to apply for the position. If you don‘t fill all of the

qualifications, you may still be considered depending on your level of experience.

Responsibilities for info security analyst

« Participate activities in Access Management to provide access management
business requirements and insure compliance with industry and company
security standards

o Complete access request processing as per pre-defined sets of procedure
and within agreed Service Level Agreements (SLA), resolve problem tickets

e Document access management procedures for assigned applications and/or
platforms

» Be proactive to identify audit and compliance access related issues to reduce
the risk of security exposures on the support systems and applications
operational efficiency and works with various teams to implement the
improvement

e Document access management procedures for assigned applications

e The optimal candidate will be expected to Lead investigations of cyber
attacks

e Leverage tactical and technical capabilities to eradicate threats

o Collaborate with business partners across tech and business unit to drive
detective controls

o Correlate data from intrusion detection and prevention systems with data
from other sources such as firewall, web server, and DNS logs in order to
identify misuse, malware, or unauthorized activity on monitored networks

e Monitors and investigates DLP and endpoint events



3+ Years of experience within an operational Insider Threat Program

BS in Computer Science, Business Administration or equivalent

CISA, CISSP or equivalent certifications

5 to 10 years of experience in Information Security, with a focus on security
monitoring using SEIM, IDS/IPS, full packet capture solutions, malware
analysis tools, endpoint security tools

Minimum 5 years of Security industry experience

Minimum 2 years’ experience in the financial services industry, in a role
specific torisk management, audit or information security REQUIRED



