
Our innovative and growing company is hiring for an industrial security specialist.
Thank you in advance for taking a look at the list of responsibilities and
qualifications. We look forward to reviewing your resume.

Responsibilities for industrial security specialist

Plans, organizes and directs the activities of the directorate
Implements the Information, Industrial, Operations Personnel and Physical
Security Programs
Candidate must be able to obtain a special access as a condition of
employment within 12 months
Rely on their cybersecurity and technical background to perform security
analysis of operational and development environments, threats,
vulnerabilities and internal interfaces to define and assess compliance with
accepted industry and government standards
Contribute to the Authorization and Assessment (A&A) process under the
Risk Managed Framework (RMF) for new and existing information systems, to
include facilitating Memorandums of Understanding (MOU), Interconnection
Security Agreements (ISA), Risk Acceptance Letters (RAL) and Continuous
Monitoring (CONMON)
Provide all Industrial Security functions required by the government contract
Assess test/analysis data to document state of compliance with security
requirements
Conduct risk assessments and investigations, execute appropriate risk
mitigations, and oversee incident response activities
Interface with the appropriate government customers, suppliers, and
company personnel to implement protective mechanisms and to ensure
understanding of and compliance with security requirements

Example of Industrial Security Specialist Job
Description
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Qualifications for industrial security specialist

More than 3 years working with Government Security Investigation duties
Perform program security administrative tasks and duties filing, updating
logs/lists, supplies, coordination with internal and external customers
Attend, support and participate in program meetings, staff meetings,
telecons, and
This position requires Current Secret clearance
Ability to interface with all levels of management interacting with
government customers
Westbury, NY


