
Our growing company is looking to fill the role of incident response analyst. Thank
you in advance for taking a look at the list of responsibilities and qualifications. We
look forward to reviewing your resume.

Responsibilities for incident response analyst

Analysing malware and system forensics to determine level of impact
Coordinating of incident response activities (escalations, notifications,
conferences calls, etc)
Promoting awareness of security and technology through training and
coaching
Analysis (static and dynamic) of malicious code in support of day to day
operations and incident response
Develop metrics and reports in support of Cyber Threat Center leadership
and daily operations
Work with internal and external subject matter experts (info
sharing/investigations) to aide in collective knowledge and understanding a
problem-set or actor group
Competently describe, develop and refine use-case scenarios for new and
existing analytical tools as part of daily operational duties
Enrich team value by sharing knowledge
Responsible for executing processes within all activities within the security
Incident response lifecycle
Perform analysis of system communications for investigations, potential
litigation, and HR related matters

Qualifications for incident response analyst

Example of Incident Response Analyst Job
Description
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Relevant technical security certifications (GIAC, EC-Council, ISC-2 )
Hands-on troubleshooting, analysis, and technical expertise to resolve
incidents and service requests
Proven experience performing analysis of security events and incidents, to
determine root cause and provide resolution
Bachelor Degree in Computer Science, Mathematics, Engineering, or other
related area of study preferred


