Example of Incident Management Analyst Job

Description
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Our growing company is looking for an incident management analyst. If you are
looking for an exciting place to work, please take a look at the list of qualifications
below.

Responsibilities for incident management analyst

» Provision access to business critical applications occurs mostly in this position

e Enforce security policies by administering and monitoring security profiles,
review security violation reports and investigate possible security exceptions

o Execute security controls to prevent malicious individuals from infiltrating
company information or jeopardizing e-commerce applications

e Assist with the development and implementation of security procedures and
guidelines

e Maintain and document security control procedures

o Where appropriate, attend weekly project, program, and change meetings
with the Service Providers (SCPs), the client, and its customers

e Develop a Client Security Guiding Committee to discuss the Security Program

e In conjunction with the Client and its customers, identify KPI's for effective
execution of the Security Plan

e Provide for and facilitate the annual risk assessment

e Engage Finance, Purchasing, and other towers where required to develop
solution alternatives, identification of costs, and vendor negotiations for
alternative cost models

Qualifications for incident management analyst

e Specialize in network and host centric analysis in a multi-tenant cloud
platform for the Industrial Internet



experience

Two years of experience working in a SOC or in an incident response
capacity, preferably within a Cloud Service Provider (CSP)

Must be willing to work out of a location in San Ramon, CA

Triage incoming security events for proper handling of Cyber Security events
and incidents

Work to remediate events and provide timely updates to senior Responders,
provide recommendations to other Cyber Security functions, as required



