Example of Engineer, Security Job Description
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Our company is growing rapidly and is looking to fill the role of engineer, security.
Please review the list of responsibilities and qualifications. While this is our ideal
list, we will consider candidates that do not necessarily have all of the
qualifications, but have sufficient experience and talent.

Responsibilities for engineer, security

e Make recommendations for enhancements to existing security solutions to
improve overall system security

e Collaborate between multiple departments such as IST and Development
providing a risk-based, solution-focused perspective on technical security
matters that align with business requirements

e Be proactive in recognizing security trends, predicting upcoming threats and
adapting as necessary

« Participate in the planning and design of security architecture

e Analyze and implement complex firewall rules on and/or security devices

o Collaborate on the design of network infrastructure and their security
subsystems

e Research and manage resolution of security findings from audits,
assessments, and exceptions

e Troubleshoot firewall problems in a large enterprise involving complex
network application flows between multiple hosts spanning multiple
firewalls/security zones and different geographic locations

e Performing deep data analysis, correlating data from disparate systems, and
using metrics to drive consistent system improvements

e Deliver your competent analyst findings and direction for technical solutions

Qualifications for engineer, security



Experience conducting third party assessments of vendors and
laaS/PaaS/Saa$S products

Experience with securing mobile applications

Experience in the design and deployment of end user web access and control
infrastructure, including WCCP

Scripting experience with JavaScript, Perl, Python, Powershell

Background Check (SF85P)



