Example of Engineer, Security Job Description
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Our company is growing rapidly and is hiring for an engineer, security. We
appreciate you taking the time to review the list of qualifications and to apply for
the position. If you don't fill all of the qualifications, you may still be considered
depending on your level of experience.

Responsibilities for engineer, security

e Strong understanding of security controls and monitoring systems at all level
of the OSI model, including intrusion detection/intrusion prevention systems,
web proxies, email systems, endpoint security and SIEM solutions

e Maintain and promote the security posture of our products from the technical
perspective, in view of today’s increasing levels of security threats &
challenges

e Guide and coach the R&D Division Security Leads, professionally escort and
challenge them, set goals, and utilize them for advancing the product security
domain

e Performs ongoing security audits and vulnerability assessments to ensure that
the Company security posture is not compromised

o Assesses reported security threats and weaknesses, across all security layers

e Design and promote technical and/or procedural solutions to security
challenges to senior stakeholders for adaptation

e Delivers information security assessments, penetration tests and associated
remediation

* ldentify security vulnerabilities and risks, and develop mitigation plans

e Develop and deliver security training across the company

» Any operational security experience

Qualifications for engineer, security



engineering within mid-size to large environments

Experience working in a Microsoft Windows and SQL Server environment
Talent in understanding how security interacts with the broad culture of the
organization

Knowledge of or ancillary experience with PCI Data Security requirements
would be considered a plus

Footwear and apparel industry experience considered a plus

Programming languages (Ruby, Python, Perl, Java, Bash)



