
Our company is growing rapidly and is looking for an engineer, information
security. Please review the list of responsibilities and qualifications. While this is
our ideal list, we will consider candidates that do not necessarily have all of the
qualifications, but have sufficient experience and talent.

Responsibilities for engineer, information security

Maintain qualified validator status with Navy or other applicable DoN agency
requirement
Develop all A&A documentation in accordance with DoD policies and
procedures to ensure that accreditation packages are complete and system
compliance is met for Designated Accrediting Authority or Authorizing
Official (AO)
Validation Readiness Review (IAVRR) to determine if the system security is
sufficiently mature to execute the IA certification test event
Develop associated RMF IA Artifacts to include the System Security Plan,
System Design and Architecture, Contingency Plan/COOP Plan, Incident
Response Plan, Audit Design, Change Control Board, Identification and
Authentication, Physical and Environmental, and Remote Access artifacts
Assemble RMF Package (Scorecard, POA&M, RAR, certification
documentation)
Provide guidance and support related to IT Contingency Planning
Perform security and privacy risk assessments on infrastructure components
Design, evaluate tradeoffs, and implement security enhancements
Provide customer support in solving all phases of complex INFOSEC - related
technical problems
Review and recommend INFOSEC solutions to customer problems based on
an understanding of products/systems test results

Example of Engineer, Information Security Job
Description
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Hands-on experience designing, architecting and implementing various
information security tools/products such as PKI, Next-Generation Firewalls,
HSM’s, SIEM, Multi-Factor Authentication, IPS, NetFlow Monitoring, Full
Packet Capture, Database Encryption, Privileged Identity Management
Demonstrated experience with industry standard testing tools such as
AppScan, Web Inspect, Burp Suite, Qualys, Nessus, Nmap, Metasploit
Certification according to DoD Directive 8570.01-M for Information
Assurance Technician Level 3 and Information Assurance Manager Level 2
Active TS/SCI (minimum is TS & adjudicated SCI eligibility)
Knowledge of requirements and methods to meet requirements delineated in
the NIST 800-XX and ICD-503 (DCID 6/3) series of publications
Experience in the identification, derivation, analysis, implementation, testing,
deployment and management of cybersecurity requirements for collateral
and multi-level classified information systems


