
Our growing company is looking for a director, information security. We
appreciate you taking the time to review the list of qualifications and to apply for
the position. If you don’t fill all of the qualifications, you may still be considered
depending on your level of experience.

Responsibilities for director, information security

Manage threat or target analysis of Computer Network Defense information
and production of threat information within the enterprise
Monitor and evaluate the effectiveness of the enterprise's IA security
safeguardsto ensure they provide the intended level of protection
Oversee policy standards and implementation strategies to ensure
procedures and guidelines comply with cyber security policies
Oversee the information security training and awareness program
Provide leadership and direction to IT personnel by ensuring that IA security
awareness, basics, literacy, and training are provided to operations personnel
commensurate with their responsibilities
Provide technical documents, incident reports, and findings from computer
examinations, summaries, and other situational awareness information to Sr
Management
Recommend policy and coordinate review and approval
Track audit findings and recommendations to ensure appropriate mitigation
actions are taken
Establish recurring and long-range security and compliance goals and KPIs
Recruit and retain high-performing cybersecurity talent

Qualifications for director, information security

Example of Director, Information Security Job
Description
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Work with the CTO and other IT leaders to oversee the formation and
operations of a Company-wide information security program that is organized
toward a common goal in information security
Deep technical understanding of and experience with security technologies
including, but not limited to, identity & access management, intrusion
detection, incident response, security operations, event correlation, firewall,
antivirus, anti -spam, policy enforcement, patch/configuration management,
usage monitoring, audit, secure application development
Stay abreast of emerging security technologies and integrate them into
security architecture as needed
Bachelor’s Degree from an accredited University preferably within Computer
Science
Certified Information Systems Security Professional (CISSP) - (Must be
Current)


