
Our company is growing rapidly and is looking for a director, information security.
Please review the list of responsibilities and qualifications. While this is our ideal
list, we will consider candidates that do not necessarily have all of the
qualifications, but have sufficient experience and talent.

Responsibilities for director, information security

Build and lead the security function
Partnering with agency employees and consultants to ensure understanding
of and adherence to the Citywide Information Security Policies
Promptly reporting security incidents or significant security problems to the
CIO
Acts as an advisor to the CIO regarding compliance with the Citywide
Information Security Policies
Keep up to date on information security topics
Oversee the establishment and execution of information security training for
the agency
Provide leadership in promoting information security into all appropriate
agency business plans and overseeing execution, and especially ensuring that
ACS Information Owners understand and execute their responsibilities
appropriately
Establishing an information technology security awareness program to ensure
all ACS employees understand and adhere to information technology policies
and standards
Coordinate closely with those responsible for physical security within ACS
Continuously identifying, updating and maintaining information regarding
potential security vulnerabilities, risk and threats to the enterprise
information technology infrastructure, and distributing technology security

Example of Director, Information Security Job
Description
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Qualifications for director, information security

Develop and oversee a set of metrics, reports and service-level agreements
(SLAs) to govern the activities of internal and external service providers
Ensure that end-to-end business processes required to support security
services are defined, executed and that continuous improvement is in place
Vendor relationship and contract management for 5-10 key security vendors,
including development of a security vendor strategy
Establish and maintains key relationships with senior stakeholders within the
technology community to ensure the effectiveness and value of architecture
to the organization
Direct, motivate and develop key staff, maximizing their individual
contribution, their professional growth and their ability to function effectively
with their colleagues as a team
Serve as an expert advisor to senior and executive level management on
issues of information security and data protection


