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Our company is growing rapidly and is searching for experienced candidates for
the position of cyber. To join our growing team, please review the list of
responsibilities and qualifications.

Responsibilities for cyber

e Conduct analyses of breaches, attacks and insider threats on customers’
cloud assets

¢ Investigate cloud cyber incidents and work with customers towards their
resolution

e Apply data research tools, threat intelligence and external feeds to research
cloud cyber security events

¢ Analyze data and alerts to establish ongoing risk and threat metrics and
threat indicators

o Author advisories, incident reports, research papers and blog posts

e Oversee the deployment of products by vendors

e Carryout ISO27001 IT Audits on various projects

e Implement ISO27001 directives

e Perform vulnerability assessments on IT infrastructure and provide fixes

e Orchestrate automatic deployment of end-point solutions from vendors like
Symantec / Mac Afee / Trend Micro and Kaspersky

Qualifications for cyber

e Working knowledge of full packet capture PCAP analysis and accompanying
tools (Wireshark, netcat, hping)

o 3+ years of recent operational security experience (SOC, Incident Response,
Forensics, Malware Analysis, IDS/IPS Analysis)

¢ Ability to demonstrate proficiency in the Farsi language with at least a 2/2 on



e Penetration testing, Pen testing, pen tester, penetration tester
e Malware analysis, IDAPro



