
Our company is looking for a cyber senior. We appreciate you taking the time to
review the list of qualifications and to apply for the position. If you don’t fill all of
the qualifications, you may still be considered depending on your level of
experience.

Responsibilities for cyber senior

Leads customer remediation reviews
May specialize in a technology or testing approach
Review and interpret alerts and provide diagnostics during incident
management and analysis to support clients
Based on the nature of the security threat, assess and establish mitigation
steps to ensure appropriate treatment ensure notification of the customer
and management as appropriate
Ensure security solutions designed, engineered and deployed are in
alignment with the security architecture and strategy, and support MSD
policies and standards, best practices, meeting performance, scalability and
availability requirements
Contribute to the data and system protection strategy & architecture
Create a standard set of requirements, technical designs, recommended
configurations and drawings necessary to design, implement and deploy our
current and future state security capabilities
Develop and execute various tests and procedures on a variety of security
equipment to ensure that security systems are operating as designed
Contribute to enterprise-wide risk mitigation programs, processes and
technologies
Cooperates with global IT teams and business stakeholders to assure tools
are deployed with appropriate levels of protection to minimize business
impact while providing effective security risk mitigation
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Cybersecurity related certifications such as CISSP, CISM, are highly desired
Highly experienced in Application, Network and Systems related security
Must have practical experience in the application, management and
implementation of security policies, controls and baselines to wide range of
operating systems
Subject matter expert in CA Identity products
Knowledge about security standards/policies (PCI, ISO 27001, SOC, SOX,
NIST, CIS)
5+ years of experience in Information Security, Privacy and Regulatory
Compliance, and/or Cyber Security


