Example of Cyber Security Senior Job Description
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Our company is looking to fill the role of cyber security senior. Please review the
list of responsibilities and qualifications. While this is our ideal list, we will consider
candidates that do not necessarily have all of the qualifications, but have sufficient
experience and talent.

Responsibilities for cyber security senior

e Augmentation of Threat Hunting

e Deliver Cyber Security consulting including security program definition,
business process and technical control assessments, and control definition
with industrial or infrastructure customers

e Support customer digitalization projects with technical, innovative, and
feasible answers to their security problems

» Provide expertise on Cyber Security know-how and methods, Develop or
recommend best practice approaches and solutions for security features in
offerings (including recommendation of existing products) to realize security

e Propose state-of-the-art security architectures for services and solutions
aligned to existing and anticipated IT-Security standards and business
requirements

¢ Implement and maintain ePO and all applicable HBSS modules

e Create and publish ePO reports and dashboards

» Create, test, deploy policies and approved exceptions

e Tune HIPS policy and events

¢ Integrate and maintain APl's with other cybersecurity technologies as
directed

Qualifications for cyber security senior

e University Degree (Bachelor’s degree or higher) in Computer Science or a



Hands-on experience with commercial, open source and free security
solutions such as AppScan, Fortify, Maltego

Understanding of security issues on various operating systems, open source
web and database platforms

Knowledge of Vulnerability Management, threat management, identity
management, networking

Knowledge of VMware and VM server platforms, NSX

Ten plus (10+) years of information technology (IT) experience required



