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Our growing company is searching for experienced candidates for the position of
cyber security senior. Thank you in advance for taking a look at the list of
responsibilities and qualifications. We look forward to reviewing your resume.

Responsibilities for cyber security senior

e Stay up to date, apply, and inform automation and IT teams of the changing
landscape of regulations in the cyber security sphere

e Be an advocate and liaison with our automation and IT teams for Operation
Transformation (OT) projects and programs

e Lead client meeting/discussions/workshops on cyber-security

e Lead projects involving cyber-security work, especially with respect to SCADA
systems

e Manage individuals to and/or design, document, deploy, test and startup
industrial servers

e Manage individuals to and/or design develop and maintain network and
security monitoring systems

» Leads strategic enterprise security architecture definition based on business
requirements, risk management practices, and IT strategies

o Assess strategic & near-term security needs, using a blended approach with
the Cybersecurity Framework and ISO 27001, to align security priorities

e Resolve or escalate security incidents and service requests in line with
established service level targets and assume ownership of, and provide

e Interpret network traffic and system events to identify threats and/or rule out
anomalous activity

Qualifications for cyber security senior

e Experience of risk management and accreditation within the MoD desirable



e At least five years of experience in the Cyber Security Engineering or IT
Engineering professions are preferred

o Experience with Firewall rule management, multi-factor authentication, data
center zoning, VPNs, and advanced security software such as network policy
management and application whitelisting are required

¢ Malware Analysis, IDS/IPS Analysis



