Example of Cyber Security Senior Job Description
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Our company is looking for a cyber security senior. If you are looking for an
exciting place to work, please take a look at the list of qualifications below.

Responsibilities for cyber security senior

e Manage intrusion detection and perimeter security devices

» Meets and exceeds customer expectations with projects and other related
tests and activities

e Prototyping systems related to automotive electronic control units

e Evaluating leads on new technology

e Understand security best practices, pre-market during design and
development phase post-market maintenance phase

¢ Research and monitor market regarding vulnerabilities discovered or security
updates to be implemented

e Gather and provide details on the security properties of the device(s) and
technical security controls implemented (MDS2 and others)

e Develop and maintain framework to manage this information

e Manage internal and external inquires related to device security

e Support contracts, sales and marketing organizations on responses related to
product security

Qualifications for cyber security senior

e Understanding of networking environments to include IPvé networking
technologies (routing, switching, VLANSs, subnets, firewalls)

o Flexible (likely that you will need to work outside core hours)

o CHFI

e Demonstrate an expert understanding of numerous security products and
processes



e Experience in Incident Handling and/or Digital Forensics, familiarity with
advanced cyber threats, experience authoring and reading Snort and/or Yara

rules



