Example of Cyber Operations Job Description
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Our company is growing rapidly and is looking to fill the role of cyber operations.
Please review the list of responsibilities and qualifications. While this is our ideal
list, we will consider candidates that do not necessarily have all of the
qualifications, but have sufficient experience and talent.

Responsibilities for cyber operations

e Perform client-facing relationship development with hiring managers

e Conduct full-life cycle recruiting in support of our intelligence community
programs—source, prescreen, interview, extend and negotiate offers, and
facilitate onboarding

 Utilize and exploit a variety of resources to target highly-cleared candidates
with specialized technical expertise—social media and web-based initiatives,
job fairs, networking and commonly used job boards

e Managing and directing SOC operation

e Manpower staffing and shift planning

e Performance management of SOC operations

o Development, maintenance and enhancement of SOC processes

e Preparation of SOC management and statistical reports

e Management of security incident response

e Staff supervision and administration

Qualifications for cyber operations

e Level operating system through High-level enclave comprehension and
develop architectural and implementation options of CND equipment with a
focus on globally distributed SEIMs within the scope of sometimes conflicting
requirements

e Problem solving and negotiations



university in Computer Science, Cybersecurity, Computer Engineering, or
related discipline, or seven (7) years of experience with a Masters Degree
Minimum DoD 8140/DOD 8570 IAM Level lll Certification (CISM, CISSP,
GSCL)

BA or BS degree and 7+ years of experience in an instructor SME related
area, including Internet Protocol (IP) networks, wired and wireless networks,
telephony networks, Industrial Control System (ICS) networks, space
networking and control, Integrated Air and Missile Defense Systems (IAMDS)
networks, Tactical Data Link (TDL) networking, or network and signals
intelligence

Graduate of an Air Force or Joint Cyber Operations Formal Training course or
ability to pass applicable courses taught by the IO and Cyber FTU



