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Our company is hiring for a cyber operations. Thank you in advance for taking a
look at the list of responsibilities and qualifications. We look forward to reviewing

your resume.

Responsibilities for cyber operations

 Drive business into DISA Operations Centers its emerging new mission Joint
Service Provider (JSP)

e Experience leading a SOC function in a large organisation

e Demonstrable experience of responding to a wide range of scenarios in
which you have overseen the identification and response to specific threats

o A detailed knowledge of the regulatory landscape we operate in, the DPA
and preferably GDPR, 1SO27001, PCI DSS and NIST

e A formal qualification, such as CISSP, CISM, CEH, GIAC or equivalent
experience

e Working with the Head of Cyber to run the operational teams that deliver
Nationwide’s operational Cyber Security capability

e Contributing to deep and regular Cyber Security risk and threat assessments

e Leading several busy teams of technical subject matter experts in the
identification and response to threats

e Sponsoring a Cyber Security Programme to ensure a that new and existing
controls are implemented effectively

o Communicating effectively with a wide range of stakeholders, including

business Communities and suppliers
Qualifications for cyber operations

e Bachelor’s Degree & 10 to 12 years of related experience
e Extensive Background in computing including cyber operations



e Experience performing cyber vulnerability assessments and cyber test
planning for acquisition programs

e Knowledgeable in the technical areas of computer networking, computer
hardware, and software development



