
Our growing company is hiring for an analyst, IT security. Thank you in advance for
taking a look at the list of responsibilities and qualifications. We look forward to
reviewing your resume.

Responsibilities for analyst, IT security

Assist in the implementation of the overall security strategy, policies, and
procedures
Assist in performing risk assessments and related impact analysis
Participate in incident response procedures and activities as needed
Assist with coordination of Disaster Recovery planning and exercises
Assist with vulnerability management and patching programs
Assist with the design and implementation of security awareness materials
and information security training
Assist in identifying and selecting independent 3rd party vendors for and
managing penetration testing and audit projects
Develop training presentations to accompany new policy implementation
Assist with documentation of standards and conventions as the Client
implements access attestations and role-based access
Provide consultancy on vendor risk assessments and advise on the
implementation of security controls

Qualifications for analyst, IT security

Working knowledge of Southern Nuclear’s control system environment and
cyber security framework preferred
Knowledge of Southern Nuclear’s environment and operations preferred
Bachelor's degree in IT security or related field
Ability to perform both host-based and network-based forensics and log
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Willingness to serve as a member of a Incident Response Team (IRT) and
respond to emergency calls during non-business hours, as needed
One to three years of related experience in IT Security, IT Infrastructure, or IT
Audit


