Example of Analyst, IT Security Job Description
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Our company is growing rapidly and is hiring for an analyst, IT security. Thank you
in advance for taking a look at the list of responsibilities and qualifications. We

look forward to reviewing your resume.

Responsibilities for analyst, IT security

¢ Conduct dynamic analysis on malware to determine the malware’s nature and
capabilities indicators of compromise associated with the malware

 Ability to work independently without supervision and as part of a team

o Identifies and gathers data needed to meet the requirements of Audit
reporting

e Reviews virus protection logs

e Ensure support for McAfee Anti Virus Solution, IDS/IPS solution, Data Loss
Prevention

e Ensure support for McAfee Endpoind Encryption and BitLocker

e Be involved in discovering virus outbreaks and working with different IT
Teams and our AV vendor to handle the outbreak, clean and doing the root
cause analysis

e Monitor and analyze security events, make a risk assignment and response
and solve this events in conjunction with global, regional and local IT teams

e Perform security assessments at the network and application layer and you
will participate in the development of processes and requirements for
systems prior to their acceptance into production

e Manage different IT security incidents and you will provide IT Security
engineering and integration services to internal customers

Qualifications for analyst, IT security

e Professional designation such as CISA, CISSP, CISM, CRISC



e 2-4 years experience in information technology and security domain

e Strong interest in IT security with knowledge of cyber defence technologies
and strategies

o Preferred certifications include CISSP, CISM, and/or CISA



