Example of Analyst, Cyber Security Job Description

\'

Powered by www.VelvetJobs.com

Our growing company is hiring for an analyst, cyber security. Thank you in advance
for taking a look at the list of responsibilities and qualifications. We look forward

to reviewing your resume.

Responsibilities for analyst, cyber security

e Designs, tests, and implements secure networks, security monitoring, tuning
and management of IT security systems and applications, incident response

e Plans and Schedules time lines for the project and security initiatives

e Tracks and reports on project deliverables

e Creates and presents project reports on projects

e Maintain established departmental policies and procedures, objectives,
quality assurance programs and safety and compliance standards

e In the customer integration he act as a SME

¢ In the operations, he is the one who should challenge the customer when the
requirements are not aligned on security best practices

e Conduct research on emerging products, services, protocols, and exploits in
support of security enhancement and development efforts and emerging
security alerts and issues

e Perform security improvements, upgrades, and/or purchases and assist in the
management and maintenance of all security systems and their
corresponding or associated software

e Work with GSOC (Global Security Operations Center) on ministry-wide issues
involving security-related concerns, and liaison with Security Administrator on
all correlated issues

Qualifications for analyst, cyber security

e Strong knowledge of security processes and technologies including IDS/ IPS,



Business Applications involving N-Tier architecture

Developing device drivers and use of emulators for systems analysis

The individual in this position demonstrates investigative and analytical
problem solving skills

Intermediate knowledge of application scanning, penetration testing, and
vulnerability management



