Example of Advisor Information Security Job

Description
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Our growing company is hiring for an advisor information security. If you are
looking for an exciting place to work, please take a look at the list of qualifications
below.

Responsibilities for advisor information security

« Ability to work effectively with outside vendor resources to accomplish
defined goals

e Design and prepare key Information & Cyber Security metrics

e Other assignment by tutor manager

e You will assist in running & maintaining support of the security tools used to
protect, detect to security threats in the Cloud

e Advise Chief Security Officer about regulatory, cybersecurity, legal and
privacy matters related to technology purchases and service contracts across
the BHE affiliates

e Maintain repository of common responses to security questions from
vendors, partners and suppliers

e Exercise sound judgment in determining when to initiate interdepartmental
or cross-business collaboration

e Revise documents, participate in the evaluation of supplier proposals,
coordinate with CSO security advisors to develop appropriate
recommendations, and interact with the legal and procurement teams

o Coordinate with the appropriate legal teams on drafts substantive legal
documents that involve cybersecurity provisions

e Develop and perform functions to aid in monitoring third party cybersecurity
contract provisions and other third party and supply chain cybersecurity
objectives



Advanced knowledge risk, control, budgets, process and loss costing
Support various Security, IT and Business projects by providing input on
security technologies and operational practices, assisting in the development
of technical deployment solutions and engaging collaboratively in team-
based, Agile initiatives-Be a consultant to the IS&C management and the
business lines, providing input into policy, solution and architecture decisions
Participating in and/or leading the development of information security
training materials and processes training general and privileged users on
information security processes, policies and procedures

Supports the process owner execution identification, development and
testing Information Security controls for risk mitigation effectiveness
Responds to both verbal and written Federal and State regulatory and
business partner periodic exams for Information Security risk requirements
Maintains strategic and operational risk reporting and analytics address
responses to audit questions, and findings



