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[bookmark: example-of-security-risk-job-description]Example of Security Risk Job Description
Our company is searching for experienced candidates for the position of security risk. Please review the list of responsibilities and qualifications. While this is our ideal list, we will consider candidates that do not necessarily have all of the qualifications, but have sufficient experience and talent.
[bookmark: responsibilities-for-security-risk]Responsibilities for security risk
· Perform vendor reviews in accordance with widely accepted security standards (e.g., ISO 27002, NIST, Shared Assessments )
· Communicate effectively (both written and verbal) with excellent organizational and multi-tasking skills
· Lead and participate in cross Line of Business working groups and committees to review and approve proposed changes in application security related controls controls assessments etc
· Performs vendor onsite security reviews as required
· Develops and maintains vendor security related contract language
· Develops and maintains vendor security review schedule
· Develops and maintains vendor security risk classification matrix
· Assists and drafting and development of vendor security related policies, standards, guidelines, procedures, and requirements
· Support the policy exception process, identify rationale, risks and compensating controls
· Develop and maintain metrics for the policy exception process
[bookmark: qualifications-for-security-risk]Qualifications for security risk
· Strong understanding of all Information Security Domains
· A Bachelor’s degree or equivalent experience in Business, Finance, Information Systems, or related field and a minimum of eight years proven and progressive technical management experience
· Sound understanding of businesses supported and security principles and policies
· Knowledge of network, system, and application monitoring technologies
· Exemplary networking and negotiation skills
· Industry recognized security certification such as CISSP, CISM
