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[bookmark: example-of-professional-information-security-job-description]Example of Professional Information Security Job Description
Our growing company is looking for a professional information security. We appreciate you taking the time to review the list of qualifications and to apply for the position. If you don’t fill all of the qualifications, you may still be considered depending on your level of experience.
[bookmark: responsibilities-for-professional-information-security]Responsibilities for professional information security
· Provide management oversight of outsourced security services and maintain operations of Information Management’s internally supported security processes
· Monitor and act on functional performance of outsourced security vendor(s) against agreed upon milestones, deliverables, Service Level Agreements (SLA’s) and other relationship metrics or obligations of either party
· Support internal and external IM security audits
· Lead security engagements and implementation of security controls with third-party security partners, including network security vulnerability and penetration studies, website application security assessments and data loss protection reviews
· Manage processes to ensure new and existing systems incorporate approved security standards
· Lead security and vulnerability risk assessments, following the company’s Enterprise Risk Management processes
· Provide IM Security budget management support, including managing contract renewals for security services
· Lead initiatives supporting the company’s information security awareness program
· Provide management and executive-level information security information and reporting
· Provide assistance with the company’s disaster recovery and business continuity plans and other security and compliance plans
[bookmark: qualifications-for-professional-information-security]Qualifications for professional information security
· Ability to work Monday - Friday 12am -12pm / 8 Hour shift
· Possess 8570 security certifications (Security +, CISSP, ) and/or top secret security clearance
· Experience on any Antivirus suites
· Possess security certifications (etc
· Previous experience in control awareness and adherence within a banking environment
· Strong understanding and implementation experience of various access control models and IT control frameworks
