Downloaded from https://www.velvetjobs.com/job-descriptions/lead-information-security
[bookmark: example-of-lead-information-security-job-description]Example of Lead-Information Security Job Description
Our company is growing rapidly and is looking to fill the role of lead-information security. We appreciate you taking the time to review the list of qualifications and to apply for the position. If you don’t fill all of the qualifications, you may still be considered depending on your level of experience.
[bookmark: responsibilities-for-lead-information-security]Responsibilities for lead-information security
· Policy, Plans and Procedures
· Cybersecurity Reporting
· Cybersecurity Engineering/Architecture
· Provide project management for the implementation of Cybersecurity capabilities
· Contributing to formal security reviews of proposed software designs, controls, and test plans, and applying System-Theoretic Process Analysis (STPA) and STPA-derived methods
· Assisting in incident response and analysis
· Analyzing and articulating risks to Internet infrastructure
· Advising engineers in the development of safer and more defensible software
· Proposing new ways to find and/or prevent flaws in Internet-connected software and systems
· Guiding and leading other Architects toward excellence in the above activities
[bookmark: qualifications-for-lead-information-security]Qualifications for lead-information security
· Experience with Sarbanes-Oxley Act (SOX) and ISO 27000/IEC compliance
· Bachelor's degree in Information Technology or related field (e.g., General Engineering, Computer Engineering, Computer Science, Electrical Engineering, Systems Engineering, Mathematics, Computer Forensics, Cyber Security, Information Assurance, Information Security, or Information Systems) AND a minimum of eight (8) years relevant work experience
· In lieu of a degree, a minimum of twelve (12) years relevant work experience
· Experience with application of the ISO/IEC 27000 series and the Sarbanes-Oxley Act to information security management
· Experience with configuring, maintaining, and architecting business critical information security technology
· Must understand State and Federal security compliance laws
