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[bookmark: example-of-application-security-specialist-job-description]Example of Application Security Specialist Job Description
Our innovative and growing company is searching for experienced candidates for the position of application security specialist. Please review the list of responsibilities and qualifications. While this is our ideal list, we will consider candidates that do not necessarily have all of the qualifications, but have sufficient experience and talent.
[bookmark: responsibilities-for-application-security-specialist]Responsibilities for application security specialist
· Ability to manually validate scan results to remove false positives, redundant, or duplicate data to test for additional classes of vulnerabilities scanners can’t report is a plus
· Meet with application, engineering, server and network teams to discuss vulnerability remediation
· Respond to telephone, ticket and e-mail requests in a professional, efficient and customer-centric manner
· Perform various programming and technical project / administrative related activities on the security applications
· Ensure report requests and account creations receive required approvals and documentation prior to creation
· Mentoring or guiding PSAS I coworkers
· Define an annual plan for end to end systems review and oversight its execution
· Develop, embed and oversee secure development lifecycle practices globally
· Develop and maintain the secure coding and testing standards an guidelines
· Undertake application end to end security risk reviews of business critical applications and infrastructure
[bookmark: qualifications-for-application-security-specialist]Qualifications for application security specialist
· Must have experience with Penetration Testing
· Communication / Reporting (Reporting done via standardized language but may need to be customized)
· Technical Communication - Communicate Web Application vulnerabilities to project teams and development teams
· Dynamic Analysis
· Perform threat modelling, security testing (manual, automated), source code review (manual, automated), and penetration testing to assist in development projects for applications, new and old
· We are looking for a self-motivated, person, who is flexible and will be adaptive to a very busy work environment
