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[bookmark: example-of-application-security-specialist-job-description]Example of Application Security Specialist Job Description
Our company is searching for experienced candidates for the position of application security specialist. To join our growing team, please review the list of responsibilities and qualifications.
[bookmark: responsibilities-for-application-security-specialist]Responsibilities for application security specialist
· Assist teammates in support of internal and cross-functional projects
· Implement security solutions given instructions and business requirements
· Lock and unlock users in support of business and IT projects
· Build functional specifications and work with SAP development to build read-only functionality
· Validate and test functionality introduced by custom development, support packs, or upgrades
· Participate in the team’s on-call support rotation
· Assist with internal and external audits, user reviews, and other compliance activities
· Identify and implement improvements to processes and procedures
· Follow defined processes and procedures for each of the above responsibilities
· Evaluate security application standards and patterns which drive key information security processes
[bookmark: qualifications-for-application-security-specialist]Qualifications for application security specialist
· To suit this position you have excellent interpersonal and team working skills
· Experience implementing API Security and Access Controls (OAuth/SAML, Web SSO, AWS IAM, Federation)
· Experience with Amazon Web Services (AWS) and Microsoft Azure security a definite plus
· Engineering / software development background with a “relentless automation” and devops mindset a definite plus
· 8+ years IT leadership experience in information security and privacy
· CISSP certification is highly desired
